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1. Executive Summary

Castle's Research Team continues to monitor the evolving bot landscape, with this report providing a comprehensive analysis of
BotmasterLabs, a software company known for developing spam-related tools that have gained adoption in both the Russian and
Western cybercrime spaces. BotmasterLabs is known for XRumer, a forum spamming toolkit, and XEvil, a CAPTCHA-solving plug-
in, both of which have enabled low-level spam for the past decade. XRumer grants clients the ability to import or select prede-
fined lists of websites to spam with custom messages, and it has been observed being used to push malvertising or pharmaceuti-
cal-based advertisements. This software is provided in addition to XEvil and leverages both Optical Character Recognition (OCR)

and machine learning models to solve over 100 different text- and image-based CAPTCHAs.

Defenders should use and enforce strict browser fingerprinting techniques and apply additional scrutiny to IPv6é and Datacenter IP
ranges. Additionally, organizations should use multiple forms of challenge and not over-rely on a single form of verification; in-
stead, use a holistic analysis of the user beyond a single fingerprint, IP address, or email.

Looking ahead, Castle's Research Team expects continued adoption of third-party tools to power large-scale bot farms and cre-
dential-stuffing attacks. XEvil highlights the significant shortcomings of image-based CAPTCHA, suggesting the need for more
complex signals.

2. Background

BotmasterLabs is a Russian-speaking actor that has been operating since early 2007, and it is best known for developing XRumer,
one of the largest forum-spamming toolkits, and XEvil, a CAPTCHA-solving plugin used for low-level credential stuffing and large-
scale account farms. This software has gained popularity due to its low barrier to entry in both cost and skill, making it an easy
choice for circumventing traditional security measures. Castle’s Research Team continues to track the CAPTCHA and spam
ecosystem to protect clients and build stronger client-side fingerprinting signals for automated abuse. This report aims to provide
a comprehensive analysis of the techniques, tactics, and procedures (TTPs) used by both tools, with findings highlighting signifi-
cant shortcomings that enable defenders to detect and mitigate automated abuse.
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XRumer — multi-functional tool for promotion in different ways on Internet

The program can post in short time Your links and ads on more than 15,000,000
(15 millions!) websites — forums, blogs, guestbooks, link directories, bulletin boards,
social networks. f] DETAILS...1
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Unique opportunity: absolutely automatically bypass captcha

During registration and posting process the program can decode and bypass more than
12,000 types of popular captchas (with XEvil), such as ReCaptcha (v2, v3), hCapicha,
FunCaptcha (Twitter, Twitch, OpenAl etc.), Joomla, SolveMedia, Amazon, Apple,
VBulletin-captcha, DLE-captcha, VKontakte, Facebook etc. f DETAILS...|
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Besides, XRumer bypasses textual captcha — questions like: "2+2?", "What is the capital of China?" etc.

Program contains more than 250,000 answers to such questions. All arithmetic questions
are automatically calculated, the database is updated monthly. [ DETAILS...I

What color of grass?
Green v

Fig 01. BotmasterLabs XRumer landing page. (Archive.org)

XRumer is one of the first products offered by BotmasterLabs, marketed as a "link-building tool” that could automatically register
accounts on various forum software and promote custom-made messages. XRumer would gain early adoption among spammers,
used for a wide range of purposes, from pushing malvertising to running pharmaceutical ads. Since its initial release, the software
has undergone significant improvements, with the latest release introducing Al for content generation and form detection, as well
as improvements to anti-bot circumvention.

Main page | FAQ | Legal basis | Contact us

The XRumer autosubmitter
[ FAQ for XRumer ] [ Sign up and DOWNLOAD DEMO ] [ Priceforming ]
XRumer is a software application that automatically posts your messages to forums, guestbooks, bulletin boards and mlogs vf

the links (as well as into livejournals and wiki). In a word it is an autosubmitter. Currently available version is XRumer 5.0..
Palladium. More info about upd:

Below are listed main specification and features of XRumer.

. itting: over 50 running threads possible! (30 threads are recommended for optimal
performance under 128 Kbps bandwidth)

= Software can perform registration at forums (if necessary for posting messages) and automatically fill in the required fields.
Upon successful registration XRumer posts the user-specified message and/or links.

= The powerful built-in proxy-server checking script locates available proxy-servers worldwide, choosing anonymous addresses
among them.

« Software is able to work with lots of different types of forums and guestbooks: phpBB and PHP-Nuke with any
modifications, yaBB, VBulletin, Invision Power Board, IconBoard, UltimateBB, exBB, phorum.org, wiki, different types
of bulletin boards and even custom-written code.

= Attention: unique feature - software works around EVERY possible type of protection from automatic reg\stmt\an, |nc\udmg

- Pictocode protection (tickets, captcha), which look something like: "Enter the number you see in the box". Details..

- E-mail activation protection. Details...

- Java-script pro =

» During the process of posting a detailed log is created with precise path-links to posted messages so that you can check every
link and every posted message afterwards.

* Abuilt-in proprietary "Question-answer" system.

« A variations system, using which you can post up to 10000 messages all looking different but with similar contextual meaning
and the user-defined hyperlinks in them. It helps to broaden the key queries (for Search Engine optimization) and protect your
posts from being filtered out by Search Engines (that is, your posts will be included in SERPS).

= If the forum has more than one category, the software chooses the one most suitable for the message, otherwise it sends the
message to off-top, flame sections or the like, and in case those do not exist - to the most visited category on the forum.

* BB-code can be used.

« The following forum base processing tools are included: repeated links deletion, hit descending sort, service denial according to
customizable black list, and various filters. The program informs the users about availability of new versions and possesses many
other powerful features.

The system is fully user-independent and requires minimum skills to handle: you only need to choose the proper links database,
create a message text with one or several hyperlinks and hit the ‘Start' button. THAT 1S ALL.

XRumer software package includes the Hrefer program and databases with links to more than 102.000 forums.
Minimum required system specifications:

Windows 98 / 2000 / 2003 / XP / Vista, 1GHz or faster procassor, 256Mb RAM.

Fig 02. BotmasterLabs 2010 (Archive.org)


http://archive.org/
https://www.theregister.com/2008/10/03/captcha_break/
http://archive.org/

In addition to gaining access to the software, BotmasterLabs clients receive ~20 million links to various forums and websites that
can be used immediately in XRumer to spam with custom messages. Clients can also use BotmasterLabs HRefer to find new links
for forums, guestbooks, blogs, and Wikis.

»
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Fig 03. XRumer user interface and website lists.

3. XRumer Analysis

XRumer provides a user-friendly graphical interface, allowing users to configure everything from the messages sent to the user
details for registered accounts. XRumer provides an additional set of text files containing realistic, random information for use in
campaigns. Users can select a specific theme and further fine-tune randomized content around it. Users can also configure prox-
ies, custom rules, scheduling, and self-learning to circumvent bot-protection measures and appear more realistic.
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Fig 04. XRumer default headers and health check.

Once a campaign has been started, XRumer creates an isolated session for each forum, pulling auto-fill values from its corpus.
Depending on whether the website is a forum or a simple form, it will go through different stages: either automatically filling and
submitting the form or following the 6 steps to provision and post with an account.

1. Guest Browsing: Fetch website, check if it's available, and set all proper cookies.

2. Account Registration: Attempt to sign up by parsing form details and checking the fields against the database of possible form
values. Fill in matches and solve the necessary text- and image-based CAPTCHAs.



3. Authentication: Follow the redirect flow and log in with credentials. Check the status message to see if registration has been
blocked; if not, proceed to phase 4.

4. Provisioning: Set up account details such as bios, profile photo, display name, and other characteristics to give the
appearance of it being a real account.

5. Posting: Mass-DM users on the site or post forum content, depending on the option selected in the campaign.

Phase 1: Guest Browsing Phase 2: Account Registration Phase 3: Authentication Phase 4: Profile Edit Phase 5: Browsing &
Replyin,
RegtterPee [eerstog o | [ comt o | g
l Home: index.php
{ View Forum 1 i ‘ POST: Agree to Terms POST: Subwit UCP Settings View Forum 1
Credentials.
‘ Login Page GET: Load CAPTCHA ‘ 302 Ref*"w&t Success View Forum 2
T
Aborts Login l Logged-in Home 1
W‘ Rend Togi
Registration 1

Fig 05. XRumer and its 6 stages for posting on forums.

Castle's Research Team observed XEvil initializing each session with a randomly selected user agent from the “x_user_agent” file,

which contains only 31 user agents pretending to be Windows and Chromium 103.

InitialRequest

GET http://www.example.com/forum/index.php HTTP/1.0

Accept: text/html,application/xhtml+xml,application/xml; .9,image/webp, x/*;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/103.0.0.0 Safari/537.36

Referer: http://www.example.com/forum/index.php

Host: www.example.com

Connection: close

Fig 06. XRumer default headers and health check.
Spammers' Best Friend

Castle's Research Team purchased an expired domain from the distributed spam list provided to XRumer clients and, within the

hour, observed attempts to register and post pharmaceutical-related spam to the message board.

JanPal Pharma Spam

“I was initially shilly-shallying to ukase medication online, but my happening with
canadian pharmacy has been excellent. I needed a medication for a long-term
condition, and the savings compared to county prices were unimaginable \u2013
strictly a fraction of the cost. [url=https://canadianpharmacy-
usa[.]net/product/sarafem/Jbuy sarafem otc[/url]\r\n The website was easygoing to

navigate, and the unharmed course of action from payment to transportation was
distinctly explained. My proclamation arrived in guarded packaging within the
expected timeframe, justified as their step-by-step direct described. <a
href=\"https://canadianpharmacy-usa[.]net/product/contrave/\">buy contrave</a>\r\n
It's reassuring to know they task with respected manufacturers. A safe and
affordable privilege for managing my health.”

Fig 07. Castle's honeypot forum is capturing an XRumer spam campaign promoting illicit pharmaceutical products.

Pivoting on this spam message, Castle's Research Team uncovered thousands of domains used by XRumer customers to push
malicious ads. Upon further analysis of these posts, the following word cloud was produced, highlighting a significant portion of

forum-related spam being associated with adult content such as drugs, pornography, or gambling.
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Fig 08. Word cloud of the most popular topics in forum spam campaigns.

Further analysis of the dataset yields the following stats, showing a steady stream of spam throughout the day, across the week.

Most Frequently Used Usernames

CAROUSEL_A Fig 09. Most frequently usernames used in spamming campaigns.

Spam Activity by Hour

CAROUSEL_A Fig 10. Distribution of spam volume throughout the day.



Most Frequently Posted Domains

CAROUSEL_A Fig 11. Most common domains embedded in spam content.

4. XEvil Analysis

To enable tools such as XRumer to register accounts, BotmasterLabs offers a dedicated CAPTCHA-solving tool that runs locally
on the operator's machine. Castle's Research Team notes that both individual operators of large-scale CAPTCHA-solving services,
including 2Captcha, have widely adopted XEvil. Since 2017, XEvil has undergone continuous development, enabling users to solve
CAPTCHA challenges from a wide range of providers, including reCAPTCHA, Arkose Labs (formerly known as FunCaptcha), and
HCaptcha. As a result, XEvil has become a core component for actors engaged in large-scale botting operations.

lem with OpenBullet + XEvil (OB1)

anyone know of a cheap image classification service for
funcaptcha?

P , [ "

Hello.

testing some account wordlists, | noticed that OpenBullet got stuck on "bad: 72°.
Found very strange. | checked XEvil, but | saw that it was stillresolving the catpchas, and giving

onlyin OpenBullet, it didn't appear a d been an attempt. | restarted all
programs, restarted my computer, but none of this worked. Now when | try to put a worldlist,
XEvil says itis solving captchas, but in OpenBullet... Not a trace.

about XEviL
king and saves me alot of money.

u need a tool to solve your capcha's, just

1 would appreciate any help. Thank you very much.

PD: | have also tried revisiting the host file, deleting the XEvil parameters and creating them
again, and none of this works.

Fig 12. Online discussion of using XEvil

As of this report, XEvil 6.0 supports approximately 100 types of image CAPTCHA across multiple platforms. Targets include gov-
ernment websites and social media services, among others.
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Fig 13. Full list of targeted platforms and captchas.

XEvil customers are able to request custom plugins via the support forum, which has increased the tool's flexibility and adoption.
Customers can also purchase model weights for specific CAPTCHA types through the XEvil marketplace, granting them access to

more specialized site-specific CAPTCHAs.

Shop

Module Name Module Status Price / month Paid Until Subscribe
Module CF $100 -

Module F[O] * Available for subscription $250 -
Module F[S7+0]*  Available for subscription $350 -
Module F[S7] * Available for subscription $190 -
Module GT $30 -

Module H $50 -

Module HE] Crowdfunding * $500 -
Module Y[S] $150 -

Fig 14. XEvil plugins system enabling users to bypass website specific CAPTCHAs. H=HCaptcha, F=FunCaptcha

4.0.1 XEvil's Headless Solver

XEvil's HCaptcha and reCAPTCHA solving library is implemented in the rc_processor5 module, a VMP-packed Delphi binary. The
core logic uses the Chromium Embedded Framework to render and execute JavaScript, while XEvil uses an almost fully static
browser fingerprint to simulate legitimate traffic.
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[RC] Statistics [RC] View [RC] Settings
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#10001 https://www.google.com/recaptcha/api2/demo 23.1s [R] LOGIC ERROR  [5] LOGIC ERROR
#10000 https://www.google.com/recaptcha/api2/demo 3.7s [R] PROXY ERROR  [5] Network error: -7

(Y < | processor

“ Home Share View

- v P > ThisPC > Windows Server (C:) > Program Files (x86) > BotmasterLabs > XEvil6 > rc5 > proces

A~

Name Date modified Type
s Quick access
save 1/22/2026 3:03 PM File folder
I Desktop b 4 _ _
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¥ Downloads  # £ rc_processors 3/3/2025 5:08 PM Configuration sett..
Documents 4 5] (5105 1/23/2026 10:24 AM Text Document
[&=] Pictures * [E] res_codes 1/23/2026 10:05 AM Text Document
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Fig 15. XEvils rc_processor5 module

XEvil does not enforce HTTPS, which allows interception of its traffic. Castle’s Research Team was able to use this to inject cus-
tom JavaScript and identify parts of the injected browser fingerprint. XEvil notably lacks support for several standard Chromium
APIs, including mediaCapabilities, clipboard, and permissions, allowing for detection due to mismatch from a standard Chrome
browser. Although XEvil does allow setting a custom user agent, the implementation does not override JavaScript-specific values,
further causing it to stand out.

Default XEvil user agent:

Mozilla/5.08 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36



JavaScript Source Value
navigator.vendor "Google Inc."

navigator.vendorSub

navigator.product "Gecko"
navigator.productSub "20030107"
navigator.appName "Netscape"
navigator.appCodeName "Mozilla"
navigator.platform "Win32"
navigator.language "ru-RU"
navigator.deviceMemory 8
navigator.hardwareConcurrency 8
navigator.maxTouchPoints 0
navigator.cookieEnabled true
navigator.doNotTrack "
navigator.onLine true
navigator.pdfViewerEnabled false
navigator.webdriver false
screen.availTop 0
screen.availLeft 0
screen.availHeight 1040
screen.availWidth 1920
screen.width 1920
screen.height 1080
screen.colorDepth 24
screen.pixelDepth 24

*Note: Both screen.innerWidth and screen.innerHeight are randomized per session and are not static.

4.0.2 XEvil API

XEvil's adoption has been largely fueled by its compatibility with major CAPTCHA-solving services, which enable it to run locally
and mimic APIs from services such as 2Captcha, AntiCaptcha, and Death By Captcha. This allows clients to easily swap out these
larger services for XEvil, saving significant money by running it locally.

T XEvil 6.0.77 [Pre7] (C) XEvil Labs, 2026
# Language -7 Options ., Cores & [R/H]Captcha Update ¢ Help

| Features:

| ¥Evil 6.0 " el

ReCaptcha and
The best captcha solver praci
in the world!

‘ O Service emulation E] File recognition B screen recognition
+ Statistics |[@ Monitoring {3} Settings
2Copicha 2 [127.00.1:80 = Hosts s Hots

AntGate v1 (Ant-Captcha) =

10



Fig 16. XEvil Webserver API.

A simple Shodan query yields a number of public-facing XEvil instances in Russia, the United States, and Vietnam. While most
XEvil instances use proxies by default, this is not guaranteed, and Defenders are encouraged to block these IPs.

Fig 17. Public facing XEvil instances. (Shodan)

5. Mitigation Strategies

¢ Enforce hostname and URLs where possible: Due to XEvil and other CAPTCHA solvers not loading the page submitted in the
task, in some cases it's possible to detect a mismatch in the hostname returned by commercial CAPTCHA solvers.

e Don't rely on image-based CAPTCHA as the only line of defense: Organizations should use additional strong JavaScript
signals alongside verification methods such as email and phone to drive up costs for bot operators.

e Track challenge load times: Because the CAPTCHA is loaded externally, the time between when the user viewed the form and
when the CAPTCHA was loaded might differ. Organizations should check whether the challenge_ts is before or significantly
after the page load time ( window.performance ); if so, the user should be blocked.

n



6. Observables

6.0.3 Network Observables

IP Address
157[.190[.1133[.]191:80
144[.]176[.1203[.1211:80
212[.1192[.124[.1166:80
87[.1228[.142[.1184:80
147[.1135[.1255[.]209:80
5[.135[.197[.191:80
212[.1192[.124[.1133:80
109[.1194[.167(.156:80
87[.1228[.142[.1186:80
154[.153[.132[.]28:80
171[.1242[.15[.158:80
95[.]143[.1188[.1145:80

M7[.1L131.1151:80

Domain
www/[.]BotmasterLabs[.]net
www[.]Jbotmasterru[.]Jcom
www[.IXEvil[.]net
botmastersupport[.Jcom
dwld[.]Jorg

fdc[.]Jxchecker[.]net

6.0.4 File Observables

Filename

XEvil_5.0.15.866_Setup(RC_Fixed2024).exe

rc_processor5.exe

XEvil_6.0.77.1176_Setup.exe

rc_processor5.exe

Hosting Org Country
Hetzner Online GmbH DE
Hetzner Online GmbH DE
ITSOFT LLC RU
Selectel Network RU
OVH SAS FR
JSC IOT RU
ITSOFT LLC RU
CJSC ER-Telecom Holding Tver' branch RU
Selectel Network RU
Contabo Inc us
Viettel Group VN
Selectel Network RU
Viettel Group VN

SHA-256 Hash

Description

BotmasterLabs English website

BotmasterLabs Russian website

XEvil Website

BotmasterLabs support forum

Description

Public-facing XEvil solving instance.
Public-facing XEvil solving instance.
Public-facing XEvil solving instance.
Public-facing XEvil solving instance.
Public-facing XEvil solving instance.
Public-facing XEvil solving instance.
Public-facing XEvil solving instance.
Public-facing XEvil solving instance.
Public-facing XEvil solving instance.
Public-facing XEvil solving instance.
Public-facing XEvil solving instance.
Public-facing XEvil solving instance.

Public-facing XEvil solving instance.

BotmasterLabs distribution website

XRumer Proxy Checking Server

Description

XEvil 5.0
Setup File

d648a2fe16caa290c3ead0b28fc4e6592f8ef5b12eff363dceebcc056c6408a3

XEvil 5.0
CAPTCHA

20211e4db11fec6c0988224f376dacda8alcabe78f33c2151d62c2bef9e5919b

Solver
Module

XEvil 6.0

4d24ee0dael7cb1702ac973430549b3f722c7da722631b71ce3bfaced4a621abb

Setup File

XEvil 6.0
CAPTCHA

74a3a45e0e5358893d4e5f84e24d7168b4f243629ea2514bebe5c9b6b384cf48
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7. Future Outlook

BotmasterLabs continues to actively develop XRumer and XEvil, with their next major release anticipated in the coming months.
XRumer has significantly improved its auto-generated responses by integrating support for commercial machine learning models.
Additionally, XEvil has undergone a major overhaul and is expected to introduce support for reCAPTCHA Enterprise, Cloudflare,
SmartCaptcha, and GeeTest. Castle's Research Team assesses that both XEvil and XRumer will continue to support low-level
cybercrime.

This trend indicates a broader shift within the automated abuse landscape. Threat actors are increasingly weaponizing artificial in-
telligence to bypass traditional security controls at scale. As machine learning models become more accessible and cost-effective
for cybercriminals, the overall efficacy of image-based CAPTCHA is expected to continue to decline.

Consequently, organizations should pivot away from relying solely on static visual challenges. Defenders are advised to adopt
multi-layered, behavior-based detection strategies. Implementing advanced device fingerprinting, biometric interaction analysis,
and continuous session monitoring to counter automated threats such as XEvil and XRumer.
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